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Computers « Cell phones

Gaming consoles * E-readers * Tablets
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EVERYTHING SO, COMMUNICATE!
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How TO RESPOND

* Don't frighten them

* Listen attentively and stay calm
* Tell them it's not their fault

* Answer questions

* Help them report it

WHAT THEY SHouLD Do

* Turn off the screen

* Use the back button

* Tell a trusted adult

* Report it to the website or app
* Report it to Cybertipline.org

ple]lh @ POST
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e >« Offensive language

‘ * Threats of violence

— *Underage drinking or
= X drug use

a * Hate speech

WHAT You CAN Do

CONNECT
LEARN

ENGAGE

CommonSense Media



https://www.commonsensemedia.org/parent-concerns

What's OK2 What's Not OK?

* Pictures of family and friends

* Personal information

* Conversations with unknown people in an online game
* Creating videos on streaming services

* ‘Checking in’ or sharing current location online

* Sending/viewing/sharing explicit or provocative pictures

PERSONAL

INFORMAT
I
* Passwords i

* Home address
* Location

* Home/Ceg||
pho
* Email address e

RISKS OF SHARING - Identity theft
PERSONAL INFORMATION -« Online scams
* Hacking

* Online
enticement

* Sextortion

WHAT You CAN Do

* Establish rules about what they
can share

* Learn about reporting options

* Help them set privacy settings

* Help them create strong passwords
* Talk about friends lists




SEXTING

Sending or posting
nude or partially
nude images.

Research suggests that:
* 15% of teens have sexted
* 27% of say they have recieved a sext

WHY ARE THEY
SEXTING?

* To be funny

* To impress a crush

* Peer pressure or threats

* Experimentin
with relationships,
sexual behavior, and
boundaries

Send me
a pic
of urself...;)




CONSEQUENCES OF

e Humiliation

* Bullying

* Blackmail
* School discipline

ADDRESSING SEXTING

* Talk about the consequences
« Tell them never to forward a sexting image
* Discuss healthy relationships

* Talk about ways an image can spread
online

* Report it to Cybertipline.org

How bo
SOLICITATIONS OCCUR?

* Most occur on social networking sites

* Most occur among older teens
* Most teens are solicited by peers
* Most are not bothered by it

OFFENDERS GROOM
CHILDREN BY:

* Exploiting their natural curiosity

* Gradually introducing
explicit images

* Using adult status to control
a child’s behavior

« Offering gifts like cell phones
and gift cards




SIGNS OF GROOMING

Check if your child is:
* Receiving gifts

* Calling unknown numbers

* Rejecting family and friends

* Getting upset when not online
* Minimizing the screen

BULLYING + TECHNOLOGY =

* Sending mean texts El LLYING & BULLYING

* Photoshopping pictures

* Creating fake profiles

* Posting fight videos

|\ *Spreading rumors and gossip

' § * Posting embarrassing pictures
* Sending threatening or
harassing comments




A CYBERBULLYING - Stop using the computer
VICTIM MIGHT  or cell phone

1

* Act nervous when receiving
an email, IM or text

* Seem uneasy about going
to school

* Withdraw from friends
and family

* Support your child and problem solve together
* Consider saving the evidence

* Block cyberbullies

* Set up new accounts

* Talk to the school

* Report it to CyberTipline.org

CYBERBULLYING BEHAVIORS

* Quickly switches screens or
closes programs

* Uses the computer at all hours
* Gets unusually upset if they

cannot use the computer

* Avoids discussions about what
they are doing

* Uses multiple online accounts




Monitor and intervene in your child’s
online behavior in the same way you
would “offline” behavior.

* Establish expectations for online behavior
* Set consequences for cyberbullying
* Model good online behavior

TALK TO YOUR
CHILD ABOUT

NOT BEING
A BYSTANDER.

* Establish expectations for reporting
* Encourage them to stand up for the victim

* Help them report the cyberbullying to an
adult or teacher

« Install filtering and
monitoring software .

« Consult your cell phone provider

« Research options for other
mobile devices

* Look at individual apps

« Explore built-in security features

NetSmaxtz

anage your online reputatio



http://www.youtube.com/watch?v=w7qEbPVw3hA

TECHNOLOGY CAN’T CATCH
EVERYTHING SO, COMMUNICATE!

Resources for Parents
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* Activities
* E-books
* Games

* Videos
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